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Presented by: 

Barry Bundus, Manager, NCL Fraud Management Services

How are mobile devices, 

 data compromised?

• malic ious spam, apps

• spoofed, hacked sites

• rogue applications

Smishing
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Smishing hyperlink directs 
victims to spoof website
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Mobile Security

• ac tivate multi-factor authentication

• download apps from trusted sources

• run/configure antivirus, security tools

• enable ‘find my phone’

• regularly backup data
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Mobile Security

• use strong passwords, biometrics where available

• one unique password per account

• install security patches in a timely manner

• delete spam without opening

• set inactivity auto-lock

• uninstall unused apps

Register for Mobile Alerts!

Mobile Privacy

• regis ter for mobile alerts

• public/free Wi-Fi: browse, don’t bank;

don’t login to accounts unless running VPN

• c lear browser cookies, cache regularly

• cover cameras not in use

• review social media settings
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Mobile Privacy 

Customize default settings

• app permissions

• location tracking 

• advertising preferences

• set trusted Routers, Bluetooth devices

Enable Biometrics

➢ Settings

➢ Face/Touch ID & P asscode

➢ Set up Face ID

➢ Follow onscreen steps

iOS
Security, Privacy Settings

Enable Inactivity auto-lock

➢ Settings

➢ Display &Brightness

➢ A uto Lock

➢ Set to 30 seconds or 1min
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Set automatic 
Operating System updates

➢ Settings

➢ General

➢ Software Update

➢ A utomatic Updates

➢ Turn On

Enable Find my iPhone

➢ Settings

➢ A pple ID

➢ Settings

➢ Find My iPhone

➢ Turn On

Enable two-factor authentication

➢ Settings

➢ A pple ID

➢ Payment & Security

➢ Two-Factor Authentication

➢ Turn On
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Enable Safari Security,
Clear Browsing History

➢ Settings

➢ Safari

➢ P rivacy & Security

➢ C lear H istory & Website Data

Turn Off Application Tracking

➢ Settings

➢ P rivacy & Security

➢ Tracking

➢ Turn O ff

Run Safety Check

➢ Settings

➢ P rivacy & Security

➢ Safety Check

➢ Manage Sharing & Access

➢ C ontinue

➢ Remove excessive privileges

19

20

21



4/26/2024

8

Customize Location Services

➢ Settings

➢ P rivacy & Security

➢ Location Services

➢ Review each app permission

Review System Services

➢ Settings

➢ P rivacy & Security

➢ Location Services

➢ System Services

➢ Review each app permission

➢ Consider turning offSignif icant Locations

Customize Analytics & Improvements

➢ Settings

➢ P rivacy & Security

➢ A nalytics & Improvements

➢ Consider turning off  all Analytics,

preserve battery longevity
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Set Advertising Preferences

➢ Settings

➢ P rivacy & Security

➢ A pple Advertising

➢ Consider turning offPersonalized Ads

Check for App Updates

➢ Settings

➢ A pple Store

➢ User Profile

➢ Upcoming Automatic Updates

➢ Update All

Mobile antivirus options

• Bitdefender, Trend Micro, McAfee

• ESET, Norton, WebRoot

• Malwarebytes, Kaspersky, Integro Mac

• AVG, Avast, Avira

User-pay value adds

• anti-theft security, web/camera protection

• notice of overdue updates, network threats,

email address leaks
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Virtual Private Networks (VPN)

Pros

• encrypts online connection

• conceals your IP address

• access geo-blocked content

Cons

• no malware protection,

• some vendor tracking

• free vs. user-pay?

VPN options include

• NordVPN, ExpressVPN, Surfshark

• IPVanish, Private Internet Access, Proton

• Windscribe, CyberGhost

Password managers

• 1Password, NordPass, Dashlane

• RoboForm, Norton, Keeper

• Bitwarden, Sticky, Proton
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